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MAMSTKA
JIJISI OBYYAIOIIUXCS OB UH®OPMAILIMOHHON
BE3OINACHOCTHU JETEN

HEJIb351

1. Bcem moapsan coobmare CBOIO YacTHYIO HMH(OpMAaLHIO (HacTosue ums, (GaMuiuio,
TenedoH, agpec, HOMEP LIKOJIbI, a TaKke (oTorpapuu CBOU, CBOEH CEMBbU U JIpy3€eil);

2. OTKpBIBaTh BIIOKEHHBIE (DANIIbI AIEKTPOHHON OYTHI, KOTJa HE 3HACIIb OTIIPABUTENIS;

3. I'pyOuTs, npuauparbesi, OKa3bIBaTh JaBICHHUE - BECTH ce0sl HEBEXKIIMBO U arpECCUBHO;

4. He pacnopsbxaiics AeHbIaMH TBOEW CeMbU 0O€3 pa3pelieHHs CTapliuX - BCerja
CIIpalIMBai pOAUTENEH;

5. He Bctpeuaiics ¢ VHTEpHET-3HAKOMBIMM B PEAJIBHOM JKHU3HU - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSECILIb.

OCTOPOXHO

1. He Bce mumyT npasny. Yuraems o cede Henpasay B MHTepHeTe - cooOmu 00 3TOM
CBOUM POJUTENSIM WIIA ONIEKYHAM;

2. llpurnamarot nepenuchiBaThCs, UTpaTh, 0OOMEHUBATHCS - IPOBEPD, HET JIM MOABOXA;

3. HezakonHoe konupoBanue (aiisioB B UHTEpHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIbIM O IIpo0OJieMax B CETH - OHU BCErJa MOMOTYT;

5. Ucnonw3yit HacTpoWku O0€30MacHOCTH U TPUBATHOCTH, YTOOBI HE TOTEPSITH CBOU
AKKayHTBI B COLICETSX U APYIHX MOPTAJIAX.

MOKHO

1. YBaxai1 Apyrux mnojab30BaTeliei;

2. ITonp3yembess MHTEpHET-UCTOYHUKOM - JI€JIAN CCBUIKY HA HETO;

3. OTKpbIBai TOJIBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. OOmartbes 3a MOMOIIBIO B3POCHBIM - POJUTENH, ONEKYHbl U aJMUHHCTpAIUs CAlTOB
BCErja MOMOI'YT;

5. Ipoitnu o6yuyenue Ha caiite "CeTeBUYOK" U MOIYYH MAcHopT MUGPOBOTO rpakiaHuHA !



WH®OPMALIMOHHAS IAMSITKA
TIJ151 OBYUAIOLMXCS JIJIS1 PASMELEHUS
HA O®ULIUATBLHBIX UHTEPHET-PECYPCAX

C KaXXIbIM TOJIOM MOJIOACKH B MHTEPHETE CTAHOBHUTHLCS OOJIBINE, a IIKOJILHUKU OJHHU U3
CaMbIX aKTHBHBIX TMOJIb30BaTened PyHera. Mexay Tem, MOMHMO OrPOMHOIO KOJWYECTBA
BO3MOYKHOCTEH, HHTEpHET HECeT U MPoOIeMbl. JTa MaMsITKa JOJKHA TTOMOYh TeOe 0e30MmacHo
HaXOJIHUTHCS B CETH.

Komnbrorepusie BUPYyChI

KOMITBIOTEPHBII BUPYC - 3TO PA3HOBUIHOCTb KOMIIBIOTEPHBIX MPOrPaMM, OTINYUTEIBHON
OCOOEHHOCTBIO KOTOPOH SIBJIIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B 1omosiHeHne K 3ToMmy,
BUPYChl MOTYT TOBPEAUTh WJIM TOJHOCTBIO YHHUYTOXHTh Bce (palliibl MW JaHHbBIE,
MOJKOHTPOJIbHBIE TOJIb30BATENI0, OT MMEHU KOTOpOro Obula 3amylleHa 3apaKeHHas
IIpOTrpaMma, a TaKK€ MOBPEINUTHh WIH JaXX€ YHUUYTOKHUTH ONEPALMOHHYIO CHCTEMY CO BCEMU
(aiinamu B 1eiaoM. B OobIIMHCTBE ClydaeB paclpOCTPAHAIOTCS BUPYCHl YePE3 HHTEPHET.

Metozp! 3a1UThI OT BPEIOHOCHBIX IIPOIPAMM:

1. HMcronb3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIIUE CEPBbE3HBI YPOBEHBb
3aIIMUTHI OT BPEJOHOCHBIX IIPOTPaAMM;

2. IlocrossHHO ycTaHaBiauBaid mnayTd (UUGpPOBBIE 3aIIaTKU, KOTOpPHIE aBTOMAaTUYECKU
YCTaHABIMBAIOTCS C LEJIbI0 JOpaOOTKA MporpamMMbl) U JApyrHe OOHOBJIEHHS CBOEH
omneparmoHHoi cuctembl. CkauuMBail X TOJIBKO ¢ OopUIHMAIBHOTO caiita pazpadorumka OC.
Ecnu cymiecTByeT pexuM aBTOMaTUYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. Paborail Ha cBoeM KOMIIBIOTEpE IMOJ IpaBaMM IOJIb30BATENs, a HE aAMHUHHCTpATOpa.
OTO HE MO3BOJUT OOJIBUIMHCTBY BPEAOHOCHBIX NPOrpaMM HHCTAJUIMPOBATHCS Ha TBOEM
[IEPCOHATILHOM KOMIIBIOTEPE;

4. Wcnosp3yii aHTUBUPYCHBIE MPOTPAMMHBIE IPOAYKTHl M3BECTHBIX ITPOU3BOAMTEINEH, C
aBTOMAaTHYECKUM OOHOBJICHUEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHUE HOCUTEIM MH(POpMAIMK, Takue Kak (piemka, Tuck wid Qaitn u3
MHTEPHETA, TOJIbKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBait KOMIIBIOTEpHBIE (haiiiibl, TOJYYCHHBIC U3 HEHAIEKHBIX HCTOYHUKOB. Jlaxe
Te (ailsbl, KOTOpbIe MpHUCIIal TBOK 3HAKOMBIN. Jlydllle yTOUHU y HEro, OTHPABIISI JIM OH Tebe
UX.

Cetu WI-FI
Wi-Fi - 5T0 He Buj nepenayun TaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH 1, Mapka. Emie B
1991 rony muaepnanjickas kommnanus 3apeructpupoBasia O6pens "WECA", aro o6o3Havaio
cnoBocoueranne "Wireless Fidelity", koTopsiii mepeBoauTcs Kak "GecrpoBOIHASI TOYHOCTH'.
Jlo Hamiero BpeMeHM Jnomuia japyras abOpeBuarypa, KOTOpas SIBISETCS TaKOW Ke
TexHoJyioruei. 1o abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTaHIAPT
BhICIIeH 3ByKOBOM TexHUku Hi-Fi, uto B mepeBoie o3HavyaeT "BhICOKas TOYHOCTh".



Jla, OecrnaTHBI MHTEPHET-IOCTYN B Kade, OTENsAX U adpornoprax SBISETCS OTIUYHON
BO3MOXHOCTBIO BbIXOJIa B UHTepHET. HO MHOTHE AKCIEPThI CUMTAIOT, YTO O0IIeN0CTyHbIe Wi-
Fi cetu He sBIsAIOTCS 0€30MACHBIMH.

CoBeThl 110 6€30I1aCHOCTH pabOTHI B 00IIEA0CTYHBIX ceTsax Wi-fi:

1. He mepenamaii cBorwo jnuuHyl0 HHPoOpMaluio udepe3 obmienoctynHsie Wi-Fi ceru.
PaboTas B HuX, *enaTelIbHO HE BBOAUTH NApOJIH J0CTYyMNa, JOTUHBI U KAKHE-TO HOMEPA;

2. Ucnonb3yit 1 OOHOBIISAM aHTHUBUPYCHBIE MPOrpaMMbl U OpaHamayep. TeM caMbiM ThI
obOe3onacuillb ce0s OT 3aKauKu BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonszoBanuu Wi-Fi otkmoun ¢yakmuio "OOmmit goctyn k Qaitnam u
npunTtepam". JlaHHas QyHKIMS 3aKpbiTa MO YMOJYAHUIO, OJJHAKO HEKOTOPHIEC MOJIb30BATEIU
aKTUBHUPYIOT €€ Il y00CTBa UCTIOIb30BaHUsI B paboTe Uin yueoe;

4. He ucnons3yit myomuunsii WI-FI nng nmepenaun JuyHBIX AaHHBIX, HampuMmep JUIs
BBIX0/Ia B COIIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;

5. HUcnone3yi Tonbko 3amuimieHHoe coenuHenue udepes HTTPS, a mwe HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B MmoOmiibHOM Tenedone oTkimtoun pynkuuto "lloakmouenne k Wi-Fi aBromatnuecku".
He nomyckaii aBTOMaTHM4ecKoro MOJKIIOUEHHsI YycTpoiictBa K ceTssiMm Wi-Fi 6e3 TBoero
corjacusl.

CouunajbHble ceTH

CounalibHbIE CETHU AKTUBHO BXOJSAT B HAIly *KU3Hb, MHOTHE JIFOAU Pa0OTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHILIMAp] YEJIOBEK, YTO SBISIETCS OJAHOU
cebMOM BceX KHUTeNel IIaHeThl. MHOrMe MOoJIb30BaTed HE MOHMMAIOT, 4TO MH(MOpMaIus,
pa3MeIleHHast MU B COIMATIBHBIX CETAX, MOXKET ObITh HalJieHa U UCIOJIb30BaHA KEM YTOJIHO, B
TOM YHCJIe HE 003aTENBHO ¢ OJIarMMU HAMEPEHUSMH.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpannyb cnucok apy3ei. Y TeOs B JApy3biX HE JOHKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiail cBOIO 4acTHYIO *u3Hb. He ykasbiBail maponu, tenedoHsl, aapeca, AaTy
TBOETO POXKJCHUS U JPYTyIO JIMYHYIO WH(pOopMaIuio. 3710yMBIIIICHHUKH MOTYT MCIOJIb30BaTh
nake HHPOPMAIIUIO O TOM, KaK Thl ¥ TBOU POJIUTEIH TUIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amminaii CBOIO peryTaIuio - JEPKU €€ B YMCTOTE W 3ajaBail cebe BOMpOC: XoTen Obl
ThI, 9TOOBI IPyTHE MMOTH30BATEIN BUJICTH, UTO ThI 3arpykaemis? [logymaii, mpexae 4em 4To-To
OMmyOJIMKOBATh, HAITUCATh U 3aTrPY3UTh;

4. Ecnu Tl TOBOPHIIIB C JIFOJbMH, KOTOPBIX HE 3HACIIh, HE UCIIOIB3YH CBOE peaJbHOE UMS
U IPYTYIO JUYHYI0 HH(POPMAIUU: UM, MECTO KUTEIHCTBA, MECTO Y4eOBl U MPOYEE;

5. Uz0beraii pazmemenust pororpaduit B UnTepHere, rie Thl ©300pa’keH Ha MECTHOCTH, TIO
KOTOPOW MOKHO OIPEIEIIUTh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructparuu B COIMAIBHONW CETH HEOOXOAMMO HCIOJB30BaTh CIOKHBIE MAPOJIH,
cocrosime u3 OyKB 1 1Udp U C KOJIUIECTBOM 3HAKOB HE MEHEE &;

7. st conManbHOM CETH, MOYTHl U JAPYTUX CAWTOB HEOOXOIMMO HMCIOJB30BaTh Pa3HbIC
napoau. Torga ecinu Te€0sl B3JIOMAIOT, TO 3I0YMBIIUICHHUKH MOIY4YaT JOCTYI TOJIbKO K OJTHOMY



MECTY, a He BO BCE cpasy.

JJIeKTPOHHBbIE IeHbI'H

DJNEeKTpPOHHBIE JEHBIU - 3TO OYEHb YNOOHBIM CHOCOO IUIaTeXeil, OAHAKO CYIIECTBYIOT
MOILIEHHHUKH, KOTOPBIE XOTAT MOJIYYUTh ITH JICHBIU.

DONeKTpOHHbIE JACHBIH MOSBUIUCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOI0 BO MHOI'MX
rocyAapcTBax 0 CUX MOp HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM QYHKIITMOHUPYIOT M O HUX YK€ MPOIMHMCAHO B 3aKOHE, TJ€ UX Pa3JeisIIOT
Ha HECKOJIBKO BHJIOB - AHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3peliaeTcss NPOBOAUTH oOnepauuu 0e3 HISHTU(PHUKALMU I0JIb30BaTENsl, a B
HEaHOHUMHBIX UICHTU(UKALINS [10JIb30BATENS SBISIETCS 00s13aTEIBHOM.

Taxxe cienyer pasiauyarh 3JIEKTPOHHBbIE (PUATHBIE JEHBIU (PaBHBI T'OCYJAapPCTBEHHBIM
BAJIIOTaM) U AJICKTPOHHBIE He()UATHBIC ICHBI'U (HE PABHBI FTOCYIAPCTBEHHBIM BalIOTaM ).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C 3IEKTPOHHBIMU JE€HbIAMU:

1. IlpuBsku K cuery MOOWIBHBIA TenedoH. DTO caMblii yAOOHBIM M OBICTPBI crOCOO
BOCCTAHOBUTH JOCTYyIl K cuery. IIpuBsi3aHHbId TenedoH NOMOXKET, eciau 3al0ynaellb CBOU
IJIATEKHBIN NTAPOJIb WIK 3aiCIIb Ha CAliT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit ogHopaszossle naponu. [locne nepexosia Ha yCUIIEHHYIO aBTOpU3ALMIO TeOe
y’Ke He Oy/IeT yrpoKaTh ONACHOCTb KpaXku UJIU TepexBaTa IJIaTeKHOTO IapoJis;

3. BriOepu cioxHblil maposb. [IpecTynmHukam OyAeT HE MPOCTO yIraaTh CI0XKHBINA MapOJIb.
HanexHble maposiu - 3T0 MapoJid, KOTOPbIE COAEpPKAT HE MEHEE § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE M MPONUCHBIE OYKBBI, HU(PPHI U HECKOJbKO CHMBOJIOB, TAKME KaK 3HAK J0JUIapa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JTMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCILIb.

JJIeKTPOHHASA MOYTAa

DNEeKTpOHHAS MOYTa - 3TO TEXHOJIOTUSI U MPEAOCTABISEMBIE €10 YCIYTH IO MEPECHUIKE U
MOJYYCHHUIO DJIEKTPOHHBIX COOOIICHUMN, KOTOPBIE PaCHpeAessIioTCs B KOMITBIOTEPHON CETH.
OOBIYHO  DJIGKTPOHHBIM  TMOYTOBBIM  SIIIUK  BBIVISIAUT  CIEAYIOLIUM o0pazom:
UMsI_TIOJIb30BaTENsA(@UMS_JoMeHa. Takke KpoMe Tepefjauyd MpOCTOro TEKCTa, HMEETCs
BO3MOKHOCTh TIepe/1aBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTE C IEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh MpaBWIIBHBIA MOYTOBBIM CEpBUC. B MHTEpHETE €CTh OIPOMHBIN BBHIOOD
OeCIUIaTHBIX TTOYTOBBIX CEPBHCOB, OJIHAKO JIYUIIE IOBEPSATh TEM, KOTO 3HACIIh U KTO TIEPBBINA B
pEUTHUHTE;

2. He yka3piBail B JIMYHON mMouTe JHUHYIO HHpopmMmanuio. Hampumep, myuiie BbIOpaTh
"My3bIKkanbHbI_panaT@" wim "pok2013" BmecTo "Temal3";

3. Wcnonp3yi ABYX3TAMHYIO aBTOPHU3ALHUIO. DTO KOTJa MOMHMO MapOJisi HY>KHO BBOJHTH
KOJI, MpUChLIaeMbIi 110 SMS;

4. BpiOepu CIOXHBIH Taposib. J[Js KakIOro MOYTOBOIO SIIHKA JOJDKEH OBITh CBOM
HAJIe)KHBIM, yCTOWYMBBIN K B3JIOMY IapOJIb;

5. Ecnu ecTb BO3MOXHOCTH HallMCaTbh CaMOMY CBOM JIMYHBIA BOIIPOC, UCIOJB3YyH 3Ty



BO3MOKHOCTB;

6. HMcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbI 11 4aCTHOM NEPENUCKH C
agpecaTaMy, KOTOPBIM Thl JIOBEpSEIlb. DTO 3JEKTPOHHBIA aJApec HE HAJ0 HCMOJIb30BATh IPU
peructpanuu Ha opyMax U catax;

7. He oTkpsiBait ¢haiiiibl U Ipyrue BIOKEHUS B MUChMaX, JIaXe €CJIM OHU MPUIILTA OT TBOUX
apysei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHH TeOe ATH (pailib;

8. ITocne okoHuaHusi pabOTHl Ha TOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKIIAJIKU C CAUTOM
He 3a0y1bp HaKaTh Ha "B,

KuoepOynjanHr ujim BUPTyaJbHOE N31€BATEIbCTBO

KubepOyumHr - npeciejoBaHue COOOLIEHUSIMHU, COJEPKAIUMU OCKOPOJICHHUS, arpECCHIo,
3alyrUBaHue; XYJIUTAaHCTBO; COIMAIbHOE OOMKOTUPOBAHUE C MOMOIIBIO PA3JIMYHBIX UHTEPHET-
CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KHOEPOYIUITMHIOM:

1. He Opocaiica B Ooii. Jlydmumii cmoco0: mMOCOBETOBATHCS KaK ce0sl BECTH U, €CIM HET
TOrO, K KOMy MOXHO OOpaTUTbCS, TO BHayajle YCIOKOUTbCA. EciM Thl HayHENIb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO €I OOJIbIIIE Pa30kKKellb KOH(IUKT;

2. Yupasnsiii cBoeit kubeppernyTauei;

3. AHOHMMHOCTH B ceTM MHHMMas. CyHIECTBYIOT CIOCOOBI BBISICHUTH, KTO CTOMUT 3a
AHOHMMHBIM AKKAyHTOM;

4. He cTouT BeCTH XyJUTaHCKUW 0Opa3 BUPTyaldbHOU ku3HU. IHTEpHET (UKCHpYET Bce
TBOU JICUCTBUSA U COXpAHSET UX. Y JAIUTh UX OYyAET KpailHe 3aTpyAHUTEIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupy#t enuunyHbiii HeratuB. OHOPA30BbIE OCKOPOUTENBbHBIE COOOIIEHUS JTydIIe
UrHopupoBaTh. OGBIYHO arpeccus NpeKpaniaeTcs Ha HauajabHOW CTaJNu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOUICHHUSIMH, B COLIMATIBLHBIX
CETSIX €CTh BO3MOXKHOCTb OJIOKHPOBKH OTIPABKU COOOILIEHUH C OMPEEIICHHBIX aIpECOB;

8. Ecmum Tb1 cBuugerens KkubOepOysuimHra. TBow AEMCTBUS: BBICTYNUTH MPOTHB
IpeciaenoBaTens, MoKa3arb €My, 4YTO €ro JEWCTBUS OLEHMBAIOTCS HETATHBHO, MOJJIEPKATh
KEPTBY, KOTOPOM HY)KHA IICUXOJOTMYECKasl TIOMOIIb, COOOLIUTh B3pPOCIBIM O (akTe
arpeCCUBHOIO IOBEACHUS B CETH.

MooOuabHbIi TesaedoH

CoBpeMeHnHbIe cMapT(OHBI U TUIAHIIETHI COAEPKAT B ce0e BIIOJIHE B3POCIBIN (PYyHKITMOHA,
U TETeph OHU MOTYT KOHKYpHPOBaTh CO CTAI[MOHAPHBIMHU KOMIbIoTepaMu. OIHAKO, CPEICTB
3aIIUTHI IJIs TTOJOO0HBIX YCTPOMCTB MOKA OYEHb Majio. TeCTHUpPOBaHUE M MOUCK YSI3BUMOCTEH B
HUX TPOMCXOAUT HE TaK MHTeHCcHBHO, Kak s [IK, To ke camoe kacaercs M MOOMIBHBIX
MIPUJIOKEHUM.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl YK€ MPaKTUYECKU JOTHATM HACTOJbHBIC aHAJIOTH,
OJIHAKO pacHMpeHue (PyHKIIMOHANa BIEYEeT 3a CO0O0il OONBIIYI0 CIOKHOCTh W MEHBIIYIO
3aIIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENM BBIMYCKAIOT OOHOBJICHMSI, 3aKPBIBAIOIINE KPUTUUECKHE



YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JIs1 0€30MACHOCTH MOOUJILHOTO TesieoHa:

Huuero He siBisieTcs mo-HacTosieMy OecruiaTHbIM. Byns ocToposkeH, Belb Koraa tebe
npeajararoT OecIiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TJIaTHbIE YCIIYTH;

Hymaii, mpexzae uem otpaBuTbh SMS, ¢poto nuim Bugeo. Thl TOUHO 3HAEHIb, IJ1€ OHU OYAYT
B KOHEYHOM UTOTE?

Heobxoammo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapTdhOHa;

Hcrionp3yit aHTHBUPYCHBIE TIPOTPAMMBI TSI MOOMITBHBIX TEJIE(POHOB;

He 3arpyxaii mpwioKeHHsT OT HEHW3BECTHOTO HMCTOYHWKA, BEb OHU MOTYT COJIEpPKATh
BPEJOHOCHOE MPOTPaMMHOE 00eCIIeUEHUE;

[locne Toro kak Thl BBIWJEUIL C CaiTa, e BBOJAWJ JIMYHYIO WHOOpMAIMIO, 3aid B
HacTpoiku Opay3epa 1 yaaim cookies;

[Tepuonnueckn MpoBepsi, KaKKWe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOii HOMEpP MOOMJIBHOTO Tene(OoHa TOJIBKO JIFOJSIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MoJib3yenibesi. He 3a0biBaii nHoraa
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAWH-UTPBl - 3TO KPACOUHbIE, 3aXBaThIBAIOIIME pa3BICUCHUS,
OOBEIUHSIONINE COTHU THICAY YEJIOBEK MO0 BCeMy MHpPY. VIrpoKu UCCIenyoT JaHHBIM UM MHP,
oOIIar0TCs APYT C IPYroM, BBIIOJHAIOT 3a/IaHUsl, CPAKAIOTCSI ¢ MOHCTPAMU U TIOJy4arOT OIIBIT.
3a yJIOBOJIbCTBUE OHHU IJIATAT: MOKYHAIOT JUCK, OIUIAYMBAIOT AOOHEMEHT WM IMPUOOPETaroT
KAaKHe-TO OILUH.

Bce stm cpenctBa MayT Ha MOAJAEpKAHUE W PA3BUTHE MIPbHI, a TakKe Ha camy
0€30MMacCHOCTh: COBEPIICHCTBYIOTCSI CHUCTEMBbl aBTOPHU3AlLIMM, BBITYCKAIOTCS HOBBIE MAaT4U
(mmdpoBbIe 3aMIaTKy 7151 TPOTPAMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX Urpax CTOUT OMAacaTbCid HE CTOJIBKO CBOMX COMNEPHUKOB, CKOJBKO KpPaKu
TBOETO MapoJisd, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3ALIMH OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKAyHTA:

1. Ecnu apyroii urpok BeneT ceds MIoXo WIHM CO3/aeT Te0e HEeNPUSTHOCTH, 3a0JI0KUpYH
€ro B CIIMUCKE UTPOKOB;

2. Ioxamyiicss agMUHUCTpPATOPaM UIPbl HA IJIOXO€ NOBEAECHUE ITOTO UTPOKA, JKEJIATEITBHO
MIPUWIOKUTH KAKHE-TO JOKA3aTeIbCTBA B BUJIE CKDHHOB;

3. He yxa3biBail muuHyto nHGoOpMaluio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranarnuBait HeopuimaabHble TaTYH U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE ApOJIH;

7. Jlaxe BO BpeMsi WIPbl HE CTOUT OTKJIIOUATh aHTUBUpYC. [loka ThI urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WA Kpaika JINIHbIX JaHHbIX



OOBIYHOI Kpa)ked JEHEr U JIOKYMEHTOB CErOJHS YK€ HUKOrO HE€ YAUBUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTHI 3JIOYMBIIUICHHUKH TEPEMECTUINCh B HMHTEPHET, U
POJIOJHKAIOT 3aHUMATHCS " TFOOUMBIM" JICJIOM.

Tak mosiBUiIach HOBasl yrpo3a: UHTEPHET-MOIICHHUYECTBA WU (DUIIMHT, TJaBHAs IEJb
KOTOPOTO COCTOUT B MOJYyYEHUU KOHGUICHIMATBHBIX JTAHHBIX MOJIb30BaTelield - JOTMHOB U
naposeit. Ha anrmuiickoMm sizbike phishing unrtaercs kak ¢ummar (ot fishing - peiOHas noBms,
password - mapoJb).

OCHOBHBIE COBETHI 110 00pbOE C PUIIUHTOM:

1. Cneau 3a cBOMM akKayHTOM. Ecnu Thl 0/103peBaeliib, YTO TBOSI aHKETa OblIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKUPOBATh €€ W COOOLIUTh aJMUHHUCTpaTOpaM pecypca 00 3TOM Kak
MO>KHO CKOpEe;

2. Ucnone3yit Oe3omnacHble BeO-CaliThl, B TOM YKCII€, UHTEPHET-Mara3uHoOB U MOUCKOBBIX
CUCTEM;

3. Wcnonw3yi CIIOXKHBIE U pa3Hble mapoiau. TakuM oOpa3oM, eciu TeOs B3JIOMAaIOT, TO
3JI0YMBIIUIEHHUKH MOJIy4aT JOCTYII TOJIBKO K OJTHOMY TBOEMY IPO(]HIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3noMalld, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJIeHbl y TEOS B IPY3bsiX, O TOM, UTO T€OS B3JIOMaJIM U, BO3MOXHO, OT TBOEI0 UMEHH Oy/IeT
pPacChUIAThCA CIIaM U CCHUIKU Ha (PUIITMHTOBBIE CAThI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOWIBHBIN Tene(OH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpsiBait (hailsibl U Ipyrye BIOKEHUS B MUChbMaX, TaKE €CJIM OHU MPUIILTA OT TBOUX
npy3ei. Jlyuie yTouHH y HUX, OTIPABIISUIM JIM OHU TeOe 3TU (pailibl.

Mudposas penyranus

[MudpoBas penyramus - 3TO HEraTWBHAs WM MO3UTHUBHAsA MH(OpMaIus B ceTH O Teoe.
Komnpomerupytomias nHdopmais, pa3MelieHHasi B UHTEPHETE, MOXKET CEPbEe3HbIM 00pa3oM
OTpa3UThCS Ha TBOEH peanbHOU ku3HH. "[{udpoBas penyranus" - 3T0 TBOW UMUK, KOTOPBIA
bopmupyetcs u3 uHGopManuu o Te0€ B UHTEPHETE.

TBOE MECTO KUTENbCTBA, YU€Obl, TBOE (PUHAHCOBOE IMOJIOKEHUE, OCOOEHHOCTH XapaKTepa
U pacckasbl 0 OJM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moApoOCTKUA JETKOMBICIEHHO OTHOCSTCS K MyONWKaIMK JTUYHOW MH(OpMaIuu B
HNuTepHere, HE MOHMMAas BO3MOXKHBIX NOCHEACTBUM. ThI 1a)ke HE CMOXKEIIb I0TaaaTbCs O TOM,
gyT0 (poTorpacdus, pazMelieHHas 5 JIeT Ha3al, CTajia MPUINHON 0TKa3a MPUHSITH TeOs Ha paboTy.

KommenTtapuu, pasmemnienne TBoux dotorpaduii u Apyrue ASHUCTBUS MOTYT HE UCUE3HYTh
Jake MOocJie TOro, Kak Thl UX yaainuiib. Thl HE 3Haellb, KTO COXPaHUI 3Ty UH(MOpMAaIuIo,
nornania Jii OHa B TIOMCKOBBIE CUCTEMbI M COXPAHWJIACH JIM OHA, a TJIABHOE: YTO MOIYyMAaroT O
Te0e OKpYKAIOIIKUE IO, KOTOpble HAaWIyT W yBUAAT 3T0. Haiitu mHopmManuio MHOro Jiet
CIIyCTSl CMOXET JI000M - Kak U3 A0OPbIX MOOYXKIACHHM, TaK U C HAMEPEHUEM IPUYUHUTH BPEI.
DTO MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(PPOBOI permyTaIuu:

1. Tlogymaii, mpexae 4eMm 4TO-TO MyOJMKOBAaTh U IepeaaBaTh y cebs B Oyore wid B
COLIMAIbHOM CEeTH;



2. B Hactpoiikax npo¢uis yCTAaHOBU OTPAHUYCHHUS HA MPOCMOTP TBOETO MPOQUISI U €T0
COAEPKUMOT0, CAEIal ero TOJIbKO "1y1s1 1py3eit”;

3. He pasmemiait 1 He yka3wpiBail MH(POpMAIHIO, KOTOpassk MOXET KOTO-TH00 OCKOpOIAThH
WJIN OOMIKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE MTKOJIBHUKU - aKTUBHBIC TIOJB30BATENN MU(PPOBOTO MpocTpaHcTBa. OHAKO
JaJIeKo He BCE 3HAIOT, YTO MOJb30BaHUE MHOTMMH BO3MOKHOCTSIMH LIM(POBOT0 MUpa TpeOyeT
cOOJIOICHUS TTPaB Ha UHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.

TepmuH "WHTEJUIEKTyallbHas COOCTBEHHOCTBH"' OTHOCHUTCS K pa3JIMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauYMHasi ¢ HOBBIX M300pPETEHHUI U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TPOAYKTHI M YCIYTHM, M 3aKaHuuMBass KHUTramu, (Qororpadusmu, KuHOPWIBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEACHUSMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HA MHTEJUIEKTyaJIbHYIO COOCTBEHHOCTbh HA MPOU3BEICHHUS
HayKH, JJUTEPaTypbl U UCKYCCTBa. ABTOPCKUE IpaBa BBICTYIAIOT B Kau€CTBE rapaHTUM TOTO,
YTO HHTEJUICKTYaJIbHBIM/TBOPUECKUA TPyl aBTopa He OyJeT HampacHbIM, JacT €My
CIIpaBeJIUBbIE BO3MOXKHOCTH 3apa0oTaTh Ha pe3yJibTaTax CBOEro TpyJa, MOJIYYUTh
M3BECTHOCTh M NpusHaHue. Hukto 0e3 paspelneHusi aBTopa HE MOKET BOCIPOHU3BOIUTH €0
MIPOU3BEJICHUE, PACIIPOCTPAHATh, MyOJUYHO JEMOHCTPUPOBATh, MPOAABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HCIOJHSITH, TOKA3bIBATH/UCIIONHATE B 3(pUpe WiIM pa3MeliaTh B
WNHurepHere.

Hcnonb3oBanue "MUpaTckoro’” mporpaMMHOIo 0O€CeUYeHUsI MOKET MPUBECTH K MHOTUM
pUCKaM: OT MOTEpPU JAHHBIX K TBOMM akKKayHTaM 10 OJOKUPOBKU TBOETO YCTPOICTBa, T
YCTaHOBJICHA HeJeranbHas mporpamma. He crouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajibHbIe U O€CIUIaTHBIE MPOTPAMMBbI, KOTOPHIE MOKHO HAWTH B CETH.

O nmopraJie

CetreBuuoK.p) - TBOM TJIABHBI COBETYMK B CETH. 3J€Chb Thl MOXEIIb Yy3HAaTh O
0€30IacCHOCTH B CETU MOHSTHBIM U JOCTYIHBIM SI3bIKOM, a TIPYU BO3ZHHUKHOBEHUHU KPUTHUECKOM
CUTyalluud OOpaTUTHCS 32 COBETOM. A TaKKe MPHUHATH Y4acTHE B KOHKypcax U CTaTh CaMbIM
U (POBBIM TPakKTAHUHOM !

<[Mucbmo> MuHoobpHayku Poccumu ot 14.05.2018 N 08-1184
"O HanpaBneHuun uHpopmaumn"
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